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Introductions

Mike Coyne
Account Executive – Government, Dewpoint

Samantha Harkins
CEO, Michigan Municipal Services Authority

• 20 years of experience with local government
• Lives in Downtown Lansing and is a self-

proclaimed “insufferable downtown resident”

• 23+ years supporting government clients
• 20+ years of local government cooperative 

contract and IT delivery management
• Lives in Portland, MI
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About MMSA

Created in 2012 by Governor Snyder to incentivize local government innovation and collaboration.

MISSION
To deliver high-quality shared services and functions to participating cities, villages, townships, counties, 
and districts, providing them with innovative solutions to collaborate, lower costs, and enhance services to 
their citizens.

VISION
To revolutionize the delivery of services and functions by local governments across the state through 
access to best practices and shared services in order to contain costs, manage resources and enhance 
the quality of life in their communities.
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About Dewpoint

• IT Services & Solutions company with headquarters in Lansing and Grand Rapids

• 20+ years of government experience – delivery team dedicated to local government solutions

• Footprint across local government throughout Michigan

• Making IT Personal – connecting City strategy to IT strategy

• 2022 – 2024 IT Security Assessments for 56 county FOC & PA offices
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Some of Dewpoint’s Government Clients

about:blank
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The MMSA Contract
• In 2024 the MMSA released an RFP to identify an IT partner for local governments in Michigan to 

leverage who could provide proven quality services to municipalities in the areas of IT Security 
Assessments and IT Managed Services.

• More than 30 IT firms from all over the world responded and Dewpoint was selected from the responses 
based on their proven ability to deliver/references, long standing support of municipalities in Michigan, 
and price.

• In June of 2024 the MMSA/Dewpoint cooperative contract went live and is now available to all Michigan 
municipalities.

• The value of this contract vehicle to municipalities is:

• The RFP process MMSA followed has vetted the complicated and ever-changing world of IT service 
vendors selling to you – we have found a proven partner for you who is trusted by many Michigan 
municipalities.

• Pricing has been negotiated with the understanding that as clients are added to the program, costs 
for the services are reduced.  Allowing municipalities to benefit from group level discounts.
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IT Security Assessments – Why?
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City of Oakland – 2023 Breach

• City of Oakland, CA hit by ransomware attack on 
February 10th, 2023

• Declared state of emergency after 4 days

• Multiple systems inoperable including their phone 
system and 311 service

• Restoration of most services completed February 28th

• Significant public outcry

• Reactionary remediations were 10x the cost the 
proactive remediations would have been
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Cyber Attacks Against Municipalities Rising

Recent International City/County Management Association (ICMA) survey

• >35% of local governments reported experiencing a cyber attack in the past year

• Of those, >20% said the attack resulted in a loss of data

• >10% said the attack disrupted their operations

Not if, 
But WHEN!
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How Vulnerable are Local Government Organizations?

Recent report by the cybersecurity firm BlueVoyant found:
• 61% of the 113 local governments they assessed had critical or high cybersecurity 

vulnerabilities
• Only 10% of local governments had fully implemented multi-factor authentication, which is 

considered a basic security measure

Recent Cybersecurity study by the Center for Internet Security (CIS) found:
• Local governments were less likely than other sectors to have implemented certain security 

measures, such as network segmentation and vulnerability scanning
• Local governments were more likely than other sectors to have experienced a data breach 

due to a phishing attack
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Our IT Team patches our 
computers, so this won’t 
happen to us… right?

Consider an Assessment!

Don’t let your security posture remain a 
mystery hidden in your systems and IT 
vendor partners. We can help you see the 
current state of your IT security and 
provide a roadmap to arm you and your IT 
infrastructure against cyber threats.
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Why A Dewpoint Security Assessment?

Dewpoint assessments follow a proven methodology based on our experience with government and regulated 
clients.

Reporting and scoring using the Center for Internet Security (CIS) assessment framework:
• The CIS framework is federally accepted and broadly implemented by state, local, education and defense 

institutions.
• CIS best practice controls are consensus-based taking input from its’ membership organizations which are 

heavily represented by government institutions and supporting contractors like Dewpoint.
• CIS provides support to 13,000+ government organizations through its’ Multi-State Information Sharing and 

Analysis Center. (MS-ISAC)
• In some cases, we have helped City's leverage State and Federal funds to pay for the assessments
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Why A Dewpoint Security Assessment?

43 controls are reviewed against the framework

Weighted and scored in implementation groups that scale with the size, maturity, and mission of 
your organization.

Provides a quick snapshot of your current organization classified as:
Red – very few controls; needs improvement
Orange – fair; some controls implemented
Yellow – satisfactory; documented policies and procedures but lack formal adoption and 
reporting 
Green – current controls implemented; mechanisms in place for policies, procedures and 
reporting
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What is Managed IT Services? 

Outsourcing the proactive management and maintenance of information technology systems

Vendor Management

Network and Infrastructure 
Management

Security Management

Help Desk and Technical 
Support

Cloud Services

Software and Application 
Management
(BS&A, GIS, OnBase)

Data Backup and Recovery

IT Consulting and Strategy

Compliance and 
Regulatory Management

Performance Monitoring 
and Reporting

More Time to Focus on Your 
Core Activities

Improve 
Operations

Consistent 
Costs

Service Provider: Designs – Installs – Updates – Manages
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What We See in the Market

• “Race to the Bottom” isn’t working – leaves customers 
vulnerable and frustrated.  Many price points exist for this 
service and lowest is not the best.

• Lower costs = more time waiting for support, lack of effort 
dedicated to projects and strategy.

• Anybody can “Keep the Lights On” – but they can’t deliver the 
projects that transform customer operations.

• Competitors are being purchased by national providers and 
losing their connection to Michigan and Michigan municipalities.
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The Dewpoint Difference

Consistent, predictable costs

Access to expert resources & skills

Michigan-based support technicians

Efficient, reliable service

Vision and expertise to deliver transformative projects

IT Governance built on regular, transparent communication
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Communication and Partnership

Dedicated Customer Success Manager

Regular communication cadence
• Performance reporting

• Customer satisfaction survey results

• Service level agreement tracking

• Strategy discussions aligning City strategy to IT

Accountability

Predictability

Transparency
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Delivering Innovation

Maintain current capabilities
Operational Roles

Expand current capabilities
Enhancing Roles

Drive new capabilities
Innovation Roles

Run Grow Transform

Run – focuses on operational efficiency and stability, ensuring that current IT systems and processes work reliably to support day-to-day 
operations. (keep the lights on)

Grow – looks at ways to enhance capabilities and extend reach, using technology to improve and expand products, services, and 
market presence. (typically found in work associated with City business and IT projects)

Transform – leverage innovative technologies and practices to fundamentally change how the organization competes in the market, 
opening new opportunities and creating significant strategic advantage. (proactive time with City departments understanding city 
objectives and suggesting IT solutions)
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Dewpoint and the MMSA Contract Vehicle

Why Should You Engage?

Cyber Assessment 
and Managed 

Services provider

Michigan 
Headquartered

Local consultants 
with global 
experience

Division specifically 
focused on Local 

Government clients

Partnership Pre-negotiated rate Results driven
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Questions? 
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Thank You for Your Time

Samantha Harkins
CEO, Michigan Municipal Services Authority
CEO@michiganmsa.org
517.285.9886

Mike Coyne
Account Executive – Government, Dewpoint
mcoyne@dewpoint.com
517.331.0715

Scan to have a discussion about how 
you can utilize this cooperative contract
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